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AI-Backed DDoS Attack Detection Accelerates Responses and Streamlines Operations

WESTFORD, Mass.--(BUSINESS WIRE)-- NETSCOUT SYSTEMS, INC. (NASDAQ: NTCT), a leading provider of

observability, AIOps, cybersecurity, and DDoS attack protection solutions, today announced new AI-backed

enhancements to its NETSCOUT Arbor Edge Defense and NETSCOUT Arbor Enterprise Manager Adaptive

Distributed Denial of Services (DDoS) solution to help customers further automate operations, enhance defense,

and improve reporting. These powerful enhancements leverage AI to intelligently automate defenses against an

expanding array of attack vectors, enabling customers to accelerate their response to DDoS attacks to better

protect their most critical applications and services.

The Arbor Edge Defense and Arbor Enterprise Manager solution utilizes the ATLAS Intelligence Feed, derived from

monitoring over 700 Tbps of Internet tra�c in real-time across over 500 ISPs and 2,000 enterprise sites from over

100 countries, representing approximately 50% of global Internet activity at any given time. AI/ML algorithms run in

the ATLAS cloud infrastructure as part of a unique data collection and analysis pipeline that delivers actionable

intelligence to NETSCOUT solutions that are constantly updated. ATLAS Intelligence Feed fuels all Arbor DDoS

protection products with intelligence on devices that are actively conducting DDoS attacks or are a part of speci�c

DDoS attack infrastructures and botnets. This allows up to 80% of all DDoS attacks to be mitigated without the need

for further analysis.

“IT buyers’ security concerns signal a growing demand for integrated application protection and availability

technologies to identify and mitigate DDoS threats,” said Chris Rodriguez, research director, security and trust,

International Data Corporation (IDC). “According to IDC buyer research conducted in April 2025, 41% of

organizations stated that online attacks, including DDoS incidents, cost over $100,000 in damage, with 5% stating
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more than $1 million. With the increased use of AI/ML to launch cyber-attacks, organizations need to invest in

intelligent solutions to continuously detect new attack types and threats to avoid costly damage to critical IT

infrastructure.”

The new enhancements to the Arbor Edge Defense and Arbor Enterprise Manager solution include new features

to support deployment in demanding multi-site enterprise environments, and further automate the mitigation of

sophisticated DDoS attacks:

Strengthened data segmentation through scoped user access that allows administrators to limit the visibility

of speci�c operations teams to speci�c defended locations and infrastructures.

Automated IP protocol �ooding detection and mitigation to block these evolving attacks when they occur.

Enhanced DDoS dashboard that provides more detailed information, enabling even greater visibility and

control for operations teams, even when defenses are automated.

On-demand, automated reports ease the �ow of information across security teams and their management.

“We’re continually innovating to stay ahead of the growing array of DDoS cybersecurity threats as part of our

Adaptive DDoS Protection strategy,” said Scott Iekel-Johnson, area vice president, DDoS and threat intelligence at

NETSCOUT. “With these enhancements, we’re helping customers intelligently automate their defenses—delivering

stronger protection against evolving DDoS attacks while simplifying how they manage and analyze threats.”

Visit our website to learn more about our award-winning Adaptive DDoS Protection solutions.

About NETSCOUT 

 NETSCOUT SYSTEMS, INC. (NASDAQ: NTCT) protects the connected world from cyberattacks and performance and

availability disruptions through its unique visibility platform and solutions powered by its pioneering deep packet

inspection at scale technology. NETSCOUT serves the world’s largest enterprises, service providers, and public

sector organizations. Learn more at www.netscout.com or follow @NETSCOUT on LinkedIn, X, or Facebook.

©2025 NETSCOUT SYSTEMS, INC. All rights reserved. Third-party trademarks mentioned are the property of their

respective owners.

Editorial Contacts:

Chris Lucas 
 

NETSCOUT Systems, Inc. 
 

+1 978 614 4124 
 

chris.lucas@netscout.com 

 
2

https://cts.businesswire.com/ct/CT?id=smartlink&url=https%3A%2F%2Fwww.netscout.com%2Fproduct%2Farbor-edge-defense&esheet=54299940&newsitemid=20250731993866&lan=en-US&anchor=Arbor+Edge+Defense+and+Arbor+Enterprise+Manager&index=3&md5=84d989a06acf23e2b1b560970ffe64ff
https://cts.businesswire.com/ct/CT?id=smartlink&url=https%3A%2F%2Fwww.netscout.com%2Fsolutions%2Fddos-protection&esheet=54299940&newsitemid=20250731993866&lan=en-US&anchor=website&index=4&md5=aea09af43e906ccf7720268438c4de69
https://cts.businesswire.com/ct/CT?id=smartlink&url=https%3A%2F%2Fwww.netscout.com%2Fblog%2Fnetscout-recognized-technology-innovation-leader-frost&esheet=54299940&newsitemid=20250731993866&lan=en-US&anchor=award-winning&index=5&md5=1a27d908c8fea690e04aa867869a93b7
https://cts.businesswire.com/ct/CT?id=smartlink&url=http%3A%2F%2Fwww.netscout.com&esheet=54299940&newsitemid=20250731993866&lan=en-US&anchor=www.netscout.com&index=6&md5=ec7536ced9305bc044e9047d15eaf57c
https://cts.businesswire.com/ct/CT?id=smartlink&url=https%3A%2F%2Fwww.linkedin.com%2Fcompany%2Fnetscout%2F&esheet=54299940&newsitemid=20250731993866&lan=en-US&anchor=LinkedIn&index=7&md5=b7ba7787d96ca2ae51e27440a84cb82b
https://cts.businesswire.com/ct/CT?id=smartlink&url=https%3A%2F%2Ftwitter.com%2FNETSCOUT&esheet=54299940&newsitemid=20250731993866&lan=en-US&anchor=X&index=8&md5=f512d119e1b217a1639b8224779e1939
https://cts.businesswire.com/ct/CT?id=smartlink&url=https%3A%2F%2Fwww.facebook.com%2FNETSCOUTinc&esheet=54299940&newsitemid=20250731993866&lan=en-US&anchor=Facebook&index=9&md5=16c2e8eaa97da10209558af4d60ff49d
mailto:chris.lucas@netscout.com


Chris Shattuck 
 

Finn Partners for NETSCOUT 
 

+1 404 502 6755 
 

NETSCOUT-US@FinnPartners.com

Source: NETSCOUT SYSTEMS, INC.

3

mailto:NETSCOUT-US@FinnPartners.com

